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FCC Mail Room

February 17,2011

TO: Marlene H. Dortch, Office ofthe: Secfet¥Y
Federal Communicati~nscormiiissi~n •.' , '
445 12th Street SW
Washington, DC 20554

FROM: Norman Brandinger, President
GOES Telecom, Inc;'

Subject: EB Docket No. 06-36 .
GOES Telecom Annual Certification CPNl Filing Under 47 C.F.R. §64.2009(e)

1. Pursuant to the Federal Communications Commission ("Commission") pursuant to section 222 of the
Communications Act of 1934, as amended (''the Act"), 47 U.S.C.§222 and the Commission's rules, 47 C.F.R.
§64.2001, et seq., as amended rule 47 C,F.R. §64.2009(e)

a. Provide annual certification to the Commission,
b. Provide explanation ofany actions taken against data brokers in the past year,
c. Provide a sunnnary, ofall customer complaints received in the past year concerning the unauthorized

release ofCPNl. ,'I : ;~"¢ '>~'~r,:~!T "'. ".'. .

2. To protect customer proprietarY netWork infonnation-("CPNI'1: GoES Telecom has bad in place and continues to
provide customer safeguards and appropriate security measures in accordance with CPNI rules since its first resale of
a LEC services and customer billing in the fourth quarter of2005, and continues to do so as a fundamental business
principal. GOES Telecom did make a CPNI filing (with only one customer on the books) on February 3, 2006 in
accordance with FCC 47 C.F.R. par. 64.2009(e) FCC confirmation number 200623060361, Docket: 06-36.

3. From 2003, the formation ofGOES Telecom (November 17, 2003, certificate of incorporation previously filed),
through the fourth quarter of2005 and the acquisition ofour first 'customer, we were in the startup phase of the
business developing and implementing safeguards io protect customer proprietary network information, obtaining
New Jersey Board of Public Utilities approval, interconnection agreements, FRN, and implementing CPNI
(previously med documents). Web!'.~eve thatwehl\ve been!Wf\ c911tin\leto. be in compliance with CPNI rules, from
the first day ofour first customer acquisition. GOES TeIecom Annual Compliance Certificate and certification .re
enclosed.

4. GOES Telecom has previously provided its Corporate Training Manual, which covers protections ofCPNI data
including pretexting. Additional tracking forms to maintain CPNI compliance under 47 C.F.R. §64.2009(e) are
attached.

All statements provided comply with Commission'srules 47 C.F.R § I.16 as set forth therein.
'.' -. " -'.' ,; ''- ~ l .',' ~ , ::' . .; . . , '

I declare under penalty ofperjUry tJuiiith~t~:;.ego;;;gii'strudjliid\~ori'bci'ahaihaiall the Documents and
information provided as ofFel)I1~lIf:Y'P,),Q.l1,.<mh~QQE§f'Ilil~QmP9~sion,custodycontrol or knowledge
have been reproduced.

J.;.,.... ...." ~ .
- -. -• i', • ',. ,~ " '.

1
No. of Copies rac'd 01" ~
UstABCDE



Received &Inspected

"3 2. 8LOllr ,_

FCC Mail Room
271 Main Street;SUite c

1f.i!C/f.t4~l'!n,NJ0784o-2032

P~:(.~Qf)Il~7;'(!!!3):?S.:?~tl@f!:!;i!Jl;.(901l).813-1603
... -" , .", - ",-, ... ',. .'- :'- -.,'" .. ~ -', -.:' ;- ..... ",- -. - " ...., .' - . . - ., -.. - - -, '. -.'

Subject: EB Docket No, 06-36
Annual Compliance Certificate forGOES Telecom, Inc.
CPNI Reference 47 C.F.R..§6.4,~QQo9(e): "Safeguanls required for use of customer proprietary network
information". ,J.',;:'

§64.20009(e)
(a) GOES Telecom implemented a system whereby which the status of a customer's CPNl approval can be clearly

established prior to the use of CPNl. This system was in place prior to the acquisition of the first customer in the
fourth quarter of2oo5 and is descrihed in GOES Telecom Privacy and Customer Security Policies and
Procedures, Vol. I, Operating Procedures to Ensure Compliance. Pursuant to the Federal Communications
Conunission ("Conunission") pjltsuantfu section 222 of the Communications Act of 1934, as amended ("the
Act"), 47 U.S.c.§222 and the ';;on:nnisji<>n's rules,47.Q.F.l( §64.2001, et seq.

(b) Reference Public Notice DA 09'":z40'giridanee~t!');lided'fu!e4,\.f.F.R. §64.2009(e), GOES Telecom policy
procedures have been updated to' !include,provisions·t(ll':"_~",~~

a. Annual certificatiO¥9~.sSutt.e C
b. Recording. reasBI1;'.~(lIJ!~,~~}',ns", ~a~~t;qai<ibrokers in the past year, .
c. SUIllJIl'lllZll1g all customer cotWlamts re.':lved mthe past year concemmg the unauthonzed

rei~ai~jJf'cpM:'-i..&!'UtJ/(::J/';/ 3::X;:--,h;),iJ0 t-":·.',,, i: •...

(b) GOES Telecom has trained all current personnel as to when they are not authorized to use CPNl, disciplinary
processes are in place as specified in GOES Telecom Privacy and Customer Security Policies and Procedures,
Vol. I, Operating Procedures toEnsure Compliance that states "Employee violations in the handling andlor
unauthorized disclosure ofcuStomer ·proprietary information are cause for termination.... ".

(c) GOES Telecom maintains a recOrd .of the use of customer's CPNl in accordance with the requirements of this
subsection. GOES Telecom Privacy and Customer Security Policies and Procedures, Vol. 1, Operating
Procedures, demils our handling ofCPNl data._· , ...

(d) GOES Telecom's Privacy and Customer SeciiritY'Policiesand'Procedures, Vol. 1, Operating Procedures details
our annual review process to ensure compliance with the rules 'in this subpart. Specifically, only trusted, security
trained employees are pennitted access ·to'duslomOr infomlation and are not pennitted to disclose it to third
parties except with written approval of the customer or as required by law.

(e) GOES Telecom's President is the corporate agent responsible for and bas personal knowledge of the company's
established operating proceduiesthat adequately ensure compliance with the rules of this subpart.

(I) GOES Telecom Privacy llhil ~1lecuriW:PoliCi¢s aildProcedures, VoL I, Operating Procedures specifies
the requirement ofprovidinir1:li~€lftMiiimioitloflillJ! ffiStance where the opt-out mechanisms do not work
properly, to such a degreethatconsume!'S'it!aliiliW't6'6pt-out is more than an anomaly. GOES Telecom will
provide notificationwilliiii'live'(Srbli'Siriess_m tsfr'el'ftrriii'illcliHlIDg'a11 information in accordance with this
subpart. .:'

", I

As President and Agent for GOES Telecom,Ine., I, Norman Brandinger, have personal knowledge and am
responsible for GOES Telecom, Inc. compliance with CPNI rnles and have overseen the establishment of operating
procedures that are in compliance with the rules in this subpart. Previously filed with the Conunission is GOES
Telecom Privacy and Customer SecllrltY'P~lieiesa.nd Procedures,Votl, (December 2007) Ref.: Title 47,
Chapter 5, chalJterU,'Part'I'I"l222i"asamended/' , ": ...•

, PI ;-'0,1\<':' .';!d r~I~~l"i'~:""r .~((:I \',;,
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EB Docket 06-36

Annual 64.2009(e) CPN! Certificatiol)(,*'~OlO

Date filed: February 17,2011
Name of company covered by this certification: GOES Telecom, Inc.

Form 499 Filer ill: 0011-4377-46

Name of signatory: Norman Brandinger

Title of signatory: President

Received & Inspected

rt:8282011

FCC Mall Room

1, Norman Brandinger, Certl"tY'!Hiltrlin\ali~tco~ii\~hamedabOve,and acting as an agent of
the company, that I have personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the CommisSilin'kCl'NIiules. See 47 C.F.R. § 64.2001 et seq.

Attached to this certification is an accompanying statement explaining how the company's procedures
ensure that the company is in compliance with the requirements set forth in section 64.2001 et seq. of the
Commission's rules. ,'>".~~ ~·t~~.J!.,.lfl

The company has not taken.any actions (P~9ceJ<<!,ipgs.iIJs!itutedor petitions filed by a company at either
state commissions, the court system, or attheC6!i1ffiissJort.against data brokers) against data brokers in the past
year. Companies must report on any information that they have with respect to the processes pretexters are using to
attempt to access CPN! , and what stepscompanies are taking to protect CPN!.

The company has not received any customer complaints in the past year concerning the unauthorized
release of CPN! (number of customer complaints a company has received related to unauthorized access to CPN!,
or unauthorized disclosure of CPNI, broken down by category or complaint, e.g., instances of improper access by
employees, instances of improper disclosure to individuals not authorized to receive the information, or instances of
improper access to online-informationfb)Hii1cfi\lidtlakilftlllrll\llhierir.ed>tO>Niew, the. information).

Signed +-"--'''<±;;F---''--+-----

,-: ~~~'".) ;;;;"':10k· :(d\';.c(,l'dl~~;:-' ,!'t~.tl: ;:"~'! I.Jr 1-~,.'·

.__ . :::-~T~:~~~"r,,-,n,;'h;,-;sm;;t-j")~:i~:~~~'!' 1_, ,'\
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Goes Telecom
Privacy and Customer Security Policies and Procedures

Data broker actions

#
NAME of data broker Date of action Explanation of action taken Comments
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